Systems Administrator 

Salary:

$3,000 - $4,000 per month

Reporting to: 

IT Director

Responsibility Overview: 

Systems Administrator will be responsible and accountable for network software, hardware, and telecom issue resolution.  They will be expected to help design, maintain, and implement our current Windows 2000 client and RedHat Linux server nationwide infrastructure.  The successful candidate will communicate daily with the IT Director and outline project status and completion dates, and assure that deliverables schedules are met.  On a regular basis, they will collect new systems requirements from staff members and deliver documented solutions to them.  They will also be responsible for ensuring that all systems are secure and available to field offices and off-site personnel.  
3-month success markers:

· Successful maintenance of in-house Linux based email system, in-house Samba based file server, secure wireless network/VPN access, and backup systems.
· Development of a Disaster Recovery Plan for all in house IT-related services.
· Development of national IT infrastructure plans, including regular internal security audits with frequent critical systems patches and vulnerability scanning.
· Technical and standard operating procedures documentation.
· Develop a thorough understanding of the existing environment.
· High levels of satisfaction with IT services.
Requirements:
· Strong service orientation and skills.

· Thorough understanding of configuration, maintenance, and security issues of Linux (RedHat distribution).
· Capable of installing, configuring, and maintaining Windows 2000 Pro, Windows XP.  Experience with Active Directory (AD) and domains, GPOs.

· Thorough understanding of network design, including Cisco router maintenance, firewall (iptables and ASIC-based configuration), domain creation and maintenance.

· Thorough understanding of UNIX email systems (Postfix), including IMP Horde/PHP, and Cyrus IMAP with mySQL.

· Thorough understanding of Apache, including installation from source, installation of Perl/PHP and related modules.  Web security experience necessary.  
· Experience with TCP/IP networking and physical facility plant wiring.  Experience with IMAP, SMTP, HTTP/S, SSH.
· Creative thinker with an interest in inventing new ways to positively impact the campaign through productivity improvements.

· Detail-oriented and thorough problem solver.
· Understanding of basic PBX design and function.

· History of successful use and support of any of the following applications:

· Email

· W2K domain services

· Firewalls, VPNs, security monitoring, and internal security infrastructure
· VoIP
Considerations

· Project management experience
· Experience designing geographically separated networks

· Previous political campaign IT experience
